Department of Records and Information Services

DORIS
REMOTE ACCESS INSTRUCTIONS

TABLE OF CONTENTS

Accessing CityTime from DORIS REMOLE ACCESS .....cceuueereeererreeenerreeesiisssessessssemssesssssssssssssssssssnsssssssnsssssssssssssssnes 2
HTML5 Remote Desktop (Preferred SOIULION) ...............ceeveeeeeeeeeneeeeereeeeeeenisseeessesssssnsmssssssssssssssssnssssssssssssssssnnnes 3
Accessing Your Desktop through DORIS Remote Desktop Pre-REQUISIEES ..........ccc.veeecveeecveeesiieeeiieeesiieeesieeesieaescieens 3
How to Use Remote Desktop to LOGiN tO YOUE DESKEOP........cccuueecueeeeieeeeeieeeeiieeesieeeetteaeetaaaestteaeesasaeestaaaessseseesssannses 4
Logging out Of DORIS REIMOLE DESKLOP.......ccc.veeeeeeeeeeeeeeiieeeeee e etteeettteee ettt e e tteaestseesestssessaaaeasssaeassssaessssseassensessssesanses 8
Java Based ReMOLE DESKLOP .......ccceuueirieuniiiienniiininiisiiresiissiensiissssssisssesssssssssnssessssssssssssssssssssnsssssssnsssssssasssssssns 9
L =B T [V T 1 (=TSRRI 9
How to Use Java Based Remote Desktop to LOGin tO YOUI DESKLOP ........cccuveeeueeeeciieeeesieeeeieeesieeeesveeeeitesesiresaesiseaens 15
For assistance please email: itsupport@records.nyc.gov 1

v2.0-2020-03-19


mailto:itsupport@records.nyc.gov
mailto:itsupport@records.nyc.gov

Department of Records and Information Services

ACCESSING CITYTIME FROM DORIS REMOTE ACCESS

These instructions work for Windows, Mac OS, and Linux computers.

1. Navigate to https://records-ra.ra.nyc.gov/ in your browser (Mozilla Firefox, Microsoft Edge, or Google

Chrome are recommended)

 Pulse Secure.

Welcome to.
Secure Access SSL VPN

Email @  Piease sign in to begin your secure session.
Passwora ATTENTION
Sgain \\'AR'NNG'I'INmlndl'lldlloonlledbwnl&elw‘loMMthMmMﬂuhmmﬂmththNw‘Iodi Using this consent.
system, whether such use is for asuthorized or purposes. If wmmruummmmmmmmmﬂmmmlwm
other officials.

2. Login with your records email address (e.g. jdoe@records.nyc.gov) and your desktop password.
3. Select the link that says: “CityTime” under the section titled “Web Bookmarks”

CityTime
Click the link to access CityTime.

4. You will be redirected to CityTime where you can login as normal.

OO T e 5 °
B e Loga Pge

Sign In

Welcome to CityTime! Please Enter your User Name and Password

REMINDER Employees eligible to receive overtime compensatlon under the FLSA
and/or are only to work during their
regularly scheduled hours. Any work performed before or after their regularly
scheduled hours must be approved in accordance with their agency's policy.

Forgot Password

CityTime only supports Intemet Explorer version 10 and version 11 and must always be run in
Compatibility Mode.
< >

For assistance please email: itsupport@records.nyc.gov 2
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HTML5 REMOTE DESKTOP (PREFERRED SOLUTION)

These instructions work for Windows, Mac OS, and Linux computers.

ACCESSING YOUR DESKTOP THROUGH DORIS REMOTE DESKTOP
Pre-Requisites

1. Your computer at DORIS must be powered on
2. Onyour computer at DORIS, login to your user account and look on the bottom right corner of your
desktop.

-

OTPX-105-0256 SW
(none)

(none)

(none)
10.132.32.207

(none)

Write down your Host Name:

Write down your IP Address:

For assistance please email: itsupport@records.nyc.gov
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How TO USE REMOTE DESKTOP TO LOGIN TO YOUR DESKTOP

Navigate to https://records-ra.ra.nyc.gov/ in your browser (Mozilla Firefox, Microsoft Edge, or Google

1.
Chrome are recommended)
Welcome to
Secure Access SSL VPN
Passwors ATTENTION
Signin WARNING This system and all data contained herein belong 1o the City o nd are intended solely for suthorized by the City of New York. Using this sy constit x consent to manitoring of all
system, whether such use is for authorized of unsuthorized purposes. If s ing reveals possiblc cvidence ity of other unsuthorized use, sysiem administration personnc] may provide that evidence 1o law enfe
other officials.
2. Login with your records email address (e.g. jdoe@records.nyc.gov) and your desktop password.
3. Select the link that says: “CSC Remote Desktop Services” under the section titled “HTML5 Access
Sessions”
Copyrght © 2001-2010 Rase Secure, LLC. A nghts resenved.
4. A new window or tab will open up. Enter your username in the format csc\<your_username> (e.g.

csc\jdoe) and your desktop password in the username and password fields.

Coppright © 30513020 Puse Secure, LLC. Ml rights resesved

5. You will be logged into a server. Press the Start Menu and type in “Remote Desktop”

For assistance please email: itsupport@records.nyc.gov
v2.0 —2020-03-19
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6. Select the option title “Remote Desktop Connection” from the search results.
7. Inthe window that opens type in your IP address or your hostname (e.g. 10.132.32.207) and press
Connect

Remote Desktop
» Connection

s e CSCocadts
Yo il b ki b o w1 comecs

s [

For assistance please email: itsupport@records.nyc.gov 5
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8. A window will pop up asking you for your password. Enter your desktop password.

Er.

9. A security prompt will open up asking you if you would like to connect to your machine. Click “Yes”

B v N 3

X
W

3 i ot i b e et compnter
TR B o rpcret

Cocp o
Th kg s e st i kb o wecn
comguse cecne

1 Tre cantam « cn vom o waned contyrg mcy

et 1 comrscs v D combe e snct

T Dot o g o cormmctors 0 i compueer

Ve ot Vi lII

For assistance please email: itsupport@records.nyc.gov 6
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10. A remote desktop connection will open up with your computer login screen. Enter your username
(e.g. jdoe) and desktop password in the fields and hit enter on your keyboard.

11. After a few seconds you will be taken to your desktop and can use your computer as you normally
would.

OTPX-105-02565W
(none)
(none)

(none)
10.132.32207
(none)

Service Pack
User Name jocastiio

For assistance please email: itsupport@records.nyc.gov
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LOGGING ouT OF DORIS REMOTE DESKTOP

1. Click on the door in the top right of the window to logout.

2. Quit your browser to end your session.

For assistance please email: itsupport@records.nyc.gov
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JAVA BASED REMOTE DESKTOP

These instructions work for Windows computers only.

PRE-REQUISITES

1. Your computer at DORIS must be powered on

2. Onyour computer at DORIS, login to your user account and look on the bottom right corner of your
desktop.

p

OTPX-105-0256 SW
(none)
(none)

(none)
10.132.32.207
(none)

Write down your Host Name:

Write down your IP Address:

3. Install Java 7 or higher on your personal computer.
You can download Java by visiting: https://java.com/en/download
a. Follow the prompts to download and save the Java Installer

Eo— g
=’ Java
e i Java Download
et e DO you
o U 08 varson 8 Upeats 241
bongoutiromed e o sy W 220
L dia 4 important Orace Java Licerse Update
o s e -
e
pr=—rr)
e o o 4 e
wmn
+ W 2 Oc b + ot
Wiy download Jove?
o
ey
e e (et o, 8. s VP . Vet b s 4 AL W
provirepuiispuaiopmpas
| = maa . -

For assistance please email: itsupport@records.nyc.gov
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b. Run the installer after the download completes and follow the prompts to install Java on your
computer.

For assistance please email: itsupport@records.nyc.gov
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4. Make sure Java is enabled on Internet Explorer

For assistance please email: itsupport@records.nyc.gov
v2.0 — 2020-03-19
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a. Open Internet Explorer and click on Settings -> Manage add-ons

b. Select the “Java™ Plug-In SSV Helper plugins and click Enable to activate Java

Java(tm) Plug-in SSV Helper Oracle America, Inc. New

5. Install the Pulse Secure client on your computer
a. Goto https://www1l.nyc.gov/assets/vpn/sc.html in Internet Explorer and click on the “Download
Pulse Secure” link

For assistance please email: itsupport@records.nyc.gov 12
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© Download
Pulse Secure

b. Select “Pulse Application Launcher Installer” from the options:

3 Pulse Application Launcher Installer
This setup application installs all Pulse Ap

c. Save the file:

d. Run the installer when the download finishes.

For assistance please email: itsupport@records.nyc.gov 13
v2.0 — 2020-03-19



mailto:itsupport@records.nyc.gov
mailto:itsupport@records.nyc.gov

Department of Records and Information Services

e. Follow the prompts to install the Pulse Secure client and click ok when it is complete.

For assistance please email: itsupport@records.nyc.gov
v2.0 — 2020-03-19
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How 1O USE JAVA BASED REMOTE DESKTOP TO LOGIN TO YOUR DESKTOP

1. Navigate to https://records-ra.ra.nyc.gov/ in your Internet Explorer

 PulseSecure
Welcome to
Secure Access SSL VPN
Emal | @  Phease sign in to begin your secure session.
Passmord ATTENTION
signm WARNING This system and all data contained herein belong to the City of New York and are intended solely for users and uses authorized by the City of New York. Using this system constitules express consent to monitoring of all
system, whether such use is purposes. If such monitoring. evidence of criminal or other may provide 1o law enfe
other officials.

2. Login with your records email address (e.g. jdoe@records.nyc.gov) and your desktop password.
3. When prompted, allow the website to install the ActiveX Control

For assistance please email: itsupport@records.nyc.gov 15
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4. Follow the prompts to install the application for Pulse Secure.

For assistance please email: itsupport@records.nyc.gov
v2.0 — 2020-03-19
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5. After completing the installation, select “CSC Remote Desktop Services” under the “Terminal Sessions”
section on the page.

CSC Remote Desktop Services

For assistance please email: itsupport@records.nyc.gov
v2.0 — 2020-03-19
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6. Select Always on the “Setup Control” dialog (may be visible on your taskbar). This will complete the
installaation of the Pulse Secure Dialog and launch the Terminal Server Session

7. When prompted for your credentials enter your username in the format csc\your_username (e.g.
csc\jdoe) and your desktop password.

i.Jser name

Password

For assistance please email: itsupport@records.nyc.gov
v2.0 — 2020-03-19
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8. After a few seconds you will be taken to a remote desktop session. Click on Start and type “Remote

Desktop Connection” in the search bar. Select the highlighted search result.
= :

=

9. Inthe window that opens type in your IP address or your hostname (e.g. 10.132.32.207) and press

Connect

» Connection

S

U C5Cwonte

i o b 2 o b s corret

o U rters

For assistance please email: itsupport@records.nyc.gov
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10. A window will pop up asking you for your password. Enter your desktop password.

s T 2]

() 12 M o s comels o st e vl S0

oy et e 1y v s

B B
g bt
1 The combemn i et o & s cortrg menty

D0 o st ot i o a  wn

I Do ik o g b ovmcions 1o s comprim

For assistance please email: itsupport@records.nyc.gov
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12. Aremote desktop connection will open up with your computer login screen. Enter your username (e.g.

jdoe) and desktop password in the fields and hit enter on your keyboard.

13. After a few seconds you will be taken to your desktop and can use your computer as you normally would.

For assistance please email: itsupport@records.nyc.gov 21
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